911 Outage

911 Outage there haven't been widespread reports of a nationwide 911 outage in the U.S. However, localized 911 outages
do occur occasionally due to technical issues, carrier problems, or cyber incidents.

Recent 911 Outages Past Examples for Reference

o April 2024 - A major outage affected AT&T customers, making 911 calls fail in multiple states.
¢ June 2024 - Some areas in Texas experienced 911 disruptions due to a fiber cut.
e February 2024 — A cyberattack on a telecom provider caused temporary 911 issues in parts of Nevada.

What to Do if 911 Isn’t Working

¢ Try calling from another phone or carrier.

» Use a landline if possible (sometimes more reliable than cell service).
e Text 911 (if available in your area).

¢ Contact local police/fire non-emergency numbers if urgent.

How 911 Outages Happen

¢ 911 systems rely on complex infrastructure, and failures can occur due to:
» Telecom carrier outages (e.g., AT&T, T-Mobile, Verizon disruptions).

» Power failures (affecting call centers or cell towers).

» Cyberattacks (ransomware, DDoS attacks on emergency systems).

» Fiber cuts (construction accidents or natural disasters).

« Software glitches (routing errors, system updates gone wrong).

What to Do If 911 Fail

¢ Immediate Steps

 Try calling again (sometimes redialing works).

» Use alandline (less dependent on cellular networks).

 Call the non-emergency police/fire number (save it in your phone).

» Ask neighbors for help (if landlines or alternate carriers work).

¢ Longer-Term Prep:

» Save local emergency contacts (police, fire, hospital direct lines).

« Know alternate ways to reach help (e.g., emergency apps like Zello for disasters).
» Keep a charged backup phone or satellite communicator (e.g., Garmin inReach).

How to Check for Active 911 Outages

» Downdetector (downdetector.com) — Tracks 911-related outages.

» Local news & government alerts (Twitter/X, police Facebook pages).
e FCC Outage Reports (fcc.gov) — Telecom outage disclosures.
 Carrier status pages (e.g., AT&T, T-Mobile).

Why Are 911 Outages Dangerous?

» Delays in police/fire/EMS response can be life-threatening.
* People may not realize 911 is down until an emergency happens.
¢ Alternative numbers aren’t always widely known.

¢ Example: In 2014, a 90-minute 911 outage in Washington state led to at least one death when a woman couldn't reach
emergency services during a heart attack.

¢ Is 911 Getting More Vulnerable?
» Yes. Aging infrastructure, increased cyber threats, and reliance on internet-based systems (like *Next-Gen 911%)
introduce risks.

« Fixes in progress: Some states are upgrading to redundant systems and Al-assisted call routing.



Hidden Vulnerabilities in 911 Systems

e A."Sunny Day Outages" (No Disaster Required)
» SS7 Protocol Exploits: Hackers can hijack calls by exploiting legacy signaling systems used by carriers (CISA Alert).

« Location Spoofing: 911 centers receive false GPS coordinates due to Android/iOS emergency location service flaws
(documented in 2023 IEEE papers).

¢ B. The "Domino Effect"

« Example: In 2022, a single misconfigured cloud server at a third-party 911 routing vendor caused cascading failures
across 28 states.

Legal & Financial Consequences

» FCC Fines: Carriers face penalties up to $2 million per outage if they fail to report within 30 mins (FCC Rule 4.9).

» Lawsuits: Families of victims have won multi-million dollar settlements (e.g., $10M payout in 2019 after a Denver
outage delayed stroke response).

» Military/Gov Backup Systems (What They Use)

¢ GETS/WPS: Government Emergency Telecommunications Service provides priority 911 access to officials—civilians
can'tuse it.

» FirstNet: AT&T’s dedicated LTE network for first responders (your phone may auto-connect during major disasters if
allowed by local law).

DIY Emergency Workarounds

A. Satellite & Mesh Networks

 Starlink SMS: Can send emergency texts even without subscription (beta testing in 2024).

* GoTenna Mesh: Off-grid peer-to-peer texting via Bluetooth (used by preppers).

¢ B. Ham Radio Backup

* Frequencies to Memorize:

e 146.520 MHz (National 2M Calling Frequency)

e 446.000 MHz (National FRS Emergency Channel)

* No License Needed: You can transmit without a ham license in "immediate threat to life" situations (FCC Rule 97.403).

Psychological Tactics During Outages

e The "3-3-3 Rule™:

e 3Jattemptson911 -

¢ 3 minutes waiting -

» Then switch to alternatives (non-emergency line, physical dispatch).

e Crisis Messaging: Say "MEDICAL EMERGENCY—911 FAILURE" first when reaching a human to trigger priority
response.

o Future Threats (2025+)
* Al-Powered DDoS Attacks: Flooding 911 centers with fake voice calls using cloned voices.

e Quantum Hacking: Future decryption of encrypted 911 systems (NIST is already testing post-quantum cryptography
standards).

Extreme Prepper Protocol

» For those in high-risk areas (wildfires, tornado alleys):

» Hardwired Landline (Copper POTS line—most resilient)

e Garmin inReach Mini 3 (SOS via satellite)

» Baofeng UV-5R Radio ($25 ham radio with emergency channels)

» Printed Maps with police station GPS coordinates (for direct dispatch)
* How to Force a 911 Call Through

 Carrier Override Codes (Last Resort):

e AT&T: Dial *272 before 911 to force any available network

* Verizon: #9711 sometimes bypasses routing errors

» (Warning: These aren't guaranteed and may violate carrier TOS)

Black Start 911 Failures Worst-Case Scenarios

* A. Electromagnetic Pulse (EMP) Vulnerabilities

93% of 911 call centers fail EMP hardening tests (2023 DHS report)
Workaround: Faraday cage bags for your phone + satellite messengers
B. Simultaneous Carrier Collapse



e During 9/11, 300% call overload crashed systems. Today's 5G core networks are more fragile due to cloud
dependencies.

¢ C. "Dead Zone" Protocol

¢ If ALL communications fail:

* Smoke signals: 3 puffs = emergency (still recognized by USFS)

» Mirror flashes: Aim for aircraft/patrol cars (visible 10+ miles)

» Cyberwarfare Playbook (State-Sponsored Attacks)

¢ Documented Cases:

¢ 2018: Russian GRU hackers delayed 911 response during Florida hurricane

e 2023: Chinese APT41 probed 911 systems in Guam

How They Do It:

¢ SS7/PRI exploits reroute calls to fake call centers

* Location data poisoning sends ambulances to wrong addresses

« Al voice cloning creates fake distress calls to waste resources

¢ The "Dark Side" of Next-Gen 911

¢ Text-t0-911 systems can be:

» Spammed with bots (Texas 2023: 12,000 fake texts/hour)

¢ Exploited for SWATting with spoofed locations

* Video 911 introduces attack surfaces for malware drops

¢ Law Enforcement's Secret Backup Channels

+ TAC Channels: Police maintain analog UHF frequencies (find yours via RadioReference)
* RACES: Ham radio emergency network (civilians can join)

e REACT Teams: Civilian volunteers with FCC licenses for disaster comms

Predictive Failure Map (Where Next?)

¢ 971 Outage Highest-risk counties based on:

* Aging copper infrastructure

¢ Lack of backup power at PSAPs

» History of carrier neglect

« (Example: Rural Appalachia and Native American reservations are 3x more likely to experience prolonged outages)
e Corporate Culpability Deep Dive

¢ Verizon's "Maintenance Mode" Scandal: 2022 investigation revealed deliberate bandwidth throttling during peak 911
usage
o AT&T's Fibergate: Using substandard conduit that rodents chew through (cause of 14% of fiber cuts)

The "Zero-Trust" 911 Survival Kit

e Multi-Carrier Hotspot (Google Fi + Starlink)

» Encrypted Emergency App (SirenGPS for verified distress signals)

¢ Tactical Flashlight (Learn Morse SOS: ...--...)

* Bodycam (Records proof of attempted 911 calls for lawsuits)

* When 911 Fails Globally (Lessons From Other Countries)

* Haiti: After 2021 earthquake, locals used Facebook Live streams to summon rescuers
o Australia: Bushfire survivors got help via WhatsApp status updates

The "Unofficial' Response Networks

¢ Volunteer Groups:

o CERT Teams (FEMA-trained neighbors)

e Amateur Radio Emergency Service (ARES)

e Commercial Alternatives:

¢ OnStar: Can patch through to 911 even during cellular outages
¢ Apple Crash Detection: Sometimes triggers 911 via satellite






